Fort Bend Independent School District



Risk Assessment:

Internal Audit Risk Variables

The risk assessment process includes the identification of auditable units, the identification of relevant risk variables and an assessment of their relative significance.  

In determining risk variables, it was important to ensure that an adequate number of risk variables were identified so that internal audit could sufficiently identify and measure potential risk facing the district’s operations. The following risk variables were determined to be best suited for this purpose.

MAETRIALITY (30%)






(Objective)

To determine the risk ranking criteria for Materiality, the goal was to ensure that a simple and systematic method was developed for assigning the appropriate rank to the risk values.  The following methodology was developed for assigning risk ranks, where five is high risk and one is low risk.

The materiality of an auditable unit reflects the associated inherent risk and may be determined by the following factors:

· Size

· Number of transactions

· Financial exposure

· Regulatory exposure

· Budget information

In order to assign risk values for the materiality risk variables, the auditable units were grouped with similar materiality factors (i.e., total expenses, district budget, etc.) and created a scale of one through five for each group.  However, there are some auditable units that were grouped (e.g., bank accounts) that should be subjective (i.e., arising out of or identified by means of one’s awareness of his/her own states and processes) based on management’s criteria. 

Values that were determined as insignificant were assigned a value of one (Low Risk); small a value of two (Low-Medium Risk); average a value of three (Medium Risk); large a value of four (Medium-High Risk); and significant a value of five (High Risk).

ASSESSMENT AT LAST AUDIT (10%)




(Objective)

The significance of the issues noted at the time of the last audit was used to determine the risk ranking. 

This risk variable represents the results of the findings (i.e., issues) during the last audit performed on an auditable unit.  While ranking the audit results, consideration should be given for the severity of issues (i.e., A, B, or C ratings), repetitive findings and the indication of theft or fraud.

To determine the rank, the following criteria was developed:

· Audits which had two or more “A” issues were assigned a five (High Risk); 

· One “A” issue was assigned a four (Medium-High Risk); 

· Four or more “B” issues were assigned a three (Medium Risk); 

· “B” and “C” issues only were assigned a two (Low-Medium Risk); 

· And the auditable units with “C” issues or no audits were assigned a one (Low Risk).

TIME SINCE LAST REVIEW (10%)




(Objective)

The duration of time since the last time the unit was audited was used to determine the risk ranking.  To determine the rank following criteria was developed:  

· Audits performed during the present year were assigned a value of zero (Low Risk). 

· Audits performed during the preceding year were assigned a value of one (Low-Medium Risk).

· Audits performed and up to two years prior were assigned a value of three (Medium Risk).

· Audits performed and up to three years prior were assigned a value of four (Medium-High Risk).

· Audits performed and up to four years prior, and those that not been audited a value were assigned a value of five  (High Risk).

Note: In order to prevent double counting during the process of assigning risk rank for the auditable units that have not been audited, internal audit decided to assign a score of five for the Time Since last Review and a one for Assessment at Last Audit.

PERSONNEL & MANAGEMENT (15%)




(Subjective)

This risk variable reflects the confidence in personnel and the management of the auditable unit, which can be categorized by the following factors:

· Experience level of management and staff

· Control awareness

· Staff turnover and number of personnel

· Comfort with management

Auditable Units with low risk equals a value of one; low-moderate risk, a value of two; moderate risk, a value of three; high risk, a value of four; and extremely high risk, a value of five.

Auditable units that were determined to have experienced management and personnel, low turnover and control awareness were valued a one (Low Risk).  Consequently, the opposite situation would be valued at a five (High Risk), and varying degrees between the two would be valued accordingly.  

MANAGEMENT DISCRETION (20%)




(Subjective)

This variable may be used when the Audit Committee and/or management have requested that a certain auditable unit of high concern be reviewed or in their opinion, qualifies for a higher risk score.  This may also be used by the Director of Internal Audit based on their knowledge of the auditable units.

Auditable units low risk were assigned a value of one; low-medium risk a value of two; medium risk a value of three; medium-high risk a value of four; and high risk a value of five.

DISTRICT EVENTS (15%)





(Subjective)

This risk variable covers both current and future district activities.  This can be defined as any event, which will significantly impact the perceived level of risk to the auditable unit.  The assessment can be accomplished through discussion or other forms of communication with management.  District event elements can include:

· Information Systems (e.g., new implementations or changes to current systems, etc.);

· Organizational/Operational/Technological developments;

· New legislation and regulations;

· Natural catastrophes;

· Financial and Economic conditions;

· Rapid growth;

In addition, when changes in operational processes occur, there is a risk of a significant learning curve, which could temporarily hinder district activities.  In contrast, when there are no changes in the operation process; there is a possibility that there is a new more efficient and cost effective way of operating.  Changes should be planned thoroughly, monitored and well documented.

Auditable Units with no changes planned equals a value of one; some changes, a value of two; moderate changes, a value of three; major changes, a value of four; and significant changes, a value of five.

Internal Audit Risk Variables
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